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O Informatie Omgeving




Informatie Omgeving

Versie 1.0

De collectieve overwinningsroes

De individuele angst

De boot & militairen

De zee, het strand



Informatie Omgeving

Informatie Activiteiten

Modern Political Warfare

Current Practices and Possible Responses

Linda Robnion, Tedd C Molmus, Rophael §. Coren, Alleze Nadaer
Anceew Radn, Modelise Mogavson Koty Migoc e




Informatie Omgeving
Versie 2.0

Groups and audiences

Psyche (will, perception, behaviour)

Virtual personas

Virtual objects

Physical network infrastructure

Physical objects and persons

Geographical locations

© van Haaster



Groups and audiences

Psyche (will, perception, behaviour)

Virtual personas ‘

Virtual objects

Physical network infrastructure ‘

Physical objects and persons

Geographical locations
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O Cyberspace (Digitale Domein)

Virtual Persona Layer )
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O Cyberspace
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Hylride Dreigl

From Crimed
TO
Ukraine
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Cyberspace

Informatie Activiteiten 2.0

THE 2017 FRENCH
PRESIDENTIAL ELECTIONS

A Political Reformation?

e Vot,§ Leave

« ¢ UK referendum
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On-line Beinvloedinge

Hoe dane¢

Helpdesk fraude

Hoe kan je het voorkomen?

o Meteen ophangen en melden.
e Niets afgeven.

QP Beide antwoorden zijn juist.

#HvBweekendQUIZ
District Hart van Brabant




On-line Beinvloedinge

Hoe dane¢

Blootstelling aan advertentie

Motivatie om de reclame actief
te verwerken (elaborate). Afhankelijk van
~ “Need for cognition” of betrokkenheid

Lage motivatie

Hoge motivatie

Y

' R . = Lage motivatie
MUEE|II|fhEId om de reclame ‘ ' Perifere route (minimale inzet
actief te verwerken | .‘ van cognitie - Generaliseren)

Hoge mogelijkheid

Centrale route (actief verwerken van centrale
boodschap of gedachte van de reclame)

You

have a
choice.
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WINNER OF THE NOBEL PRIZE IN ECONOMICS
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Malware attacks targeting Ukraine
government

Jan 15, 2022 | Tom Burt - Corporate Vice President, Customer Security & Trust
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Russian invasion of Ukraine could redefine cyber warfare

AsR s mass on the Ukrainian border, expc utline the worst-case scenario for

Russian Prasident Viadimir Putin
ficet day of the G20 econamic su
2017 in Hamburg, Germany.
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Government response

UK assess Russian involvementin
cyber attacks on Ukraine

Technical information analysis shows the GRU was almost
certainly involved in disruptive DDoS attacks

From: Foreign, Commonwealth & Development Office

Published 18 February 2022
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Ukraine is getting pummeled with cyberattacks.

What's the West to do?

From sinctions to rustling up support for Kyiv, cyber diplomats scramble to deter Moscow from lunching cyberattacks.
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Cyberangriff auf die Ukraine

Digitale Nadelstiche

Most Read Articles

1. Kremlin lashes out ar Ukraine and

NATO after first call with Macron - agrees

to Biden summit after second
FERRUASY 20, 2072 |60 AL

2 Adefiant Zelenskiy promises Ukraine
will defend frself “with or without' allies

FEBRUAAY 19, 3222 | a3 P

3 Ukraine warns West: Don't fall into
bt

s NATO trap

FLORUAAY 18,202 | €46 PA

4. UK's Queen Flizabeth tests positive for

coronavirus
FEOAUARY 20

5. Boris Johmson: Invasion would see
Russian firms cut off from dollars and

pounds
FEBRUARY 20, 2022 11224 PAL

}

Die Webseiten ukrainischer Banken waren nicht erreichbar, aber das ist beinahe
Kleinkram. Russland hat bereits gezeigt, zu welchen digitalen Attacken es fahig ist.

Von Jakob von Lindern, Karsten Polke-Majewski und Kai Biermann

16, Februar 2022, 20:48 Uhr / 78 Kommentare
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Assessed Control of Terrain in Ukraine 1
and Main Russian Maneuver Axes
as of February 27, 2022, 3:00 PM EST
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Ly PR i NOT RUSSIA BREAKING NEWS

Updates

DOES THIS
LOOK LIKE
RUSSIA?
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~ Latest Defence Intelligence update on the situation in
/ Ukraine - 18 June 2022

Find out more about the UK government's response:
ow.ly/otA550JAKop

= #StandWithUkraine ™=

= Defence
@Intelhgence UPDATE ON UKRAINE

18 June 2022

INTELLIGENCE UPDATE

In the last 48 hours, Russia has likely renewed its efforts to advance south of lzium, with
the goal of advancing deeper info the Donetsk Oblast, and to envelop the
Sieverodonetsk Pocket from the north.

Since 14 June, Russian and separatist officials have claimed they are attempting to
establish humanitarian corridors to allow civilians to evacuate Sieverodonetsk. Russia has
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precedent, both earlier in the Ukraine campaign and in Syria, of usin
unilaterally-declared ‘humanitarian’ corridors as a mechanism to manipulate the
battlespace and impose the forced transfer of populations.

Ukrainian civilians trapped in Sieverodonetsk are likely to be suspicious of usirﬁ)the

Ercpcsed corridor. Options to leave the town are limited by the destruction of bridges,
ut Russia’s proposed route would take them towards the town of Svatova, deeper inside
Russian-occupied territory. If rapped civilians don't take up the offer of exiting via a
corridor, Russian will likely claim justification in making less of a distinction befween them
and any Ukrainian military targets in the area.
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Cyberspace and the private
sector

The NATO representative warned that a
cyberspace was a shared space. The

§ T WX W ww RadioFreeEurope

Radioliberty

private sector is often the owner, Finland, Sweden

operator and innovator of cyberspace, formally apply to join
which is also evident in the case of the NATD

current war, where the private sector

plays a critical role in many aspects,

including responding to incidents, sharing information,

providing data backups or guaranteeing systems to remain
operational.
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